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CMS Regulation and Minimum
Expectations



Hurricane Katrina Super Storm Sandy

Official wamns of damaged hospitals
Several Mew Orleans hospitals were probably damaged bevond
repair by Humricans Katrina, according to a hospital accreditation
official who completed a three day tour of the faclities.
[ Flooding as of Sept. 1
Lake Pontcharmain
- Lindy Boogs o*
@] Medical Center .
Kemornal Medical | @
Center where 45 g‘r""’ Meadical Center
people died due S of Louisianal
to flooding (=] . g ® | Charity and
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® Damaged from storm ® @ River g
[8] Remained open LOUISTANA L
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Why are there new regquirements?



Bottom line: Providers and Suppliers that wish to participate in Medicare and
Medicaid —i.e. the nation’s largest insurer — must demonstrate they meet
new emergency preparedness requirements in the rule.

CMS Condition of
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ML CRITICAL BUSINESS FUNCTIONS

A. Critical Business Function #1:

Description of Business Service

Deliver Infusion Room Services

Description of Service or Function

Provide administrative support and delivery of infusion room services
including transfusions, injections and phlebotomy. Approximately 10
TCH staff, 1 Baylor staff, support this critical function within the

department.

Recovery Time
Objective (RTO)

Recovery Point
Objective (RPO)

Explanation for Why this is Critical

< 3 days

< 24 hours

Patient Care: Delays beyond 3 days impact patient health
most often by delaying therapy

The items in the tables below are required to enable this function to be minimally operationfal in
the RTO timeframe specified.

Service / Function Business Continuity Leader and Key Business

Continuity Staff
Business Name & Title Contact Description
Continuity Role Informati
on
Business Kim Holt, AD This role leads the business continuity
Continuity Nursing preparation, activation, and recovery
Service Lead activities for this function and is most familiar
with the plans to restore this function
Alternate Aaron Mansfield, Mgr Back up to role above
Business Patient Care
Continuity
Service Lead

Position Title

Minimum FTEs Required During a Crisis

Sr. Admin. Coord.

1

Physician

‘Yocational Murse

1 (shared)
3

Key Dependencies Including IS Systems

To perform this critical service, the department relies on the following internal and external
dependencies. The recovery time objective is the maximum length of time that the service or
function can be discontinued without causing irreparable harm to people or operations
(research, finances, compliance).

Service | Function Team & Point of Actions if Dependency is Recovery
Contact Unavailable Time
Obj.
Epic — EMR system | IS on-call Manager Downtime procedures in appendix =3 days

832-824-3512 indicating how to access static version of

Epic plus how to manually record events

Family Services: Outpatient Services
Social Worker,
Child Life, Financial
Counseling

Move forward without them <3 days

Vascular Access Kim Holt
Team (troubleshoot
central line issues)

Wait until available =3 days

Respiratory therapy | Jay Mennel, Mgr. Seek resources from West or Med =3 days
Therapy, 936-267-7313 | Center or neighboring hospital if urgent

Supply Chain Sheila Little — 936-267- | Alternate suppliers accessed through =3 days

Mgmt. 5896 SCM

Pharmacy Brady Moffett, AD Use alternate internal or external =3 days
Pharmacy pharmacy

Pathology Tyler Giess, AD Use St. Lukes-Woodlands or other TCH | <3 days
Pathology 936-267- facility
5259

Optiflex Software |5 on-call Manager
§32-824-3512

Use manual recording sheet behind door | <3 days

Base IS |nfra.; IS on-call Manager Use downtime procedures. Wait for <3 days
Network, Avaya 832-824-3512 restoration
phones, Email, MS
Office,_etc.
Vital Records
[ Description [ Where [ Loss Strategy | Contact
[ None [ [

Facilities, Equipment and Office Supplies

To execute this business function, the following equipment and office supplies must be
accessible. Include IS hardware in this list

Description Where Loss Strategy Contact

6 Consult Room with Woodlands
patient table and

Request space from Facilities 832-824-
Outpatient/Administration | Facilities, 5000

chairs at 3 days Building 1=t and 2 Floor
1 large infusion room Woodlands Request space from Facilities 832-824-
with sitting space for 5 | Qutpatient/Administration | Facilities 5000

Building 2 Floor




Description

Where

Loss Strategy

Contact

12 Alaris Smart
Pumps (facility has 10
large volume and 10
small volume pumps
total)

Woodlands Campus
Outpatient/Administration
Building 1st Floor

Utilize back up pumps

Biomed 24 hr
dispatch 832-824-
1999

1 Supply Optiflex with | Woodlands Campus Contact IS for replacements | IS on-call Manager
supplies (ace Outpatient/Administration 832-824-3512
bandages, splints, Building 1st Floor

tape efc.)

1 OmniCell Woodlands Campus Contact IS for replacements | IS on-call Manager
(pharmacy) Outpatient/Administration 832-824-3512

Building 1st Floor

2 desks with chairs
(one per person)

Woodlands Campus
Outpatient/Administration
Building 1st Floor

Contact Facilities

Facilities 832-824-
5000

2 Workstation on
Wheels (WoWWs) with
network connectivity
(one per person)for
recording patient care

Woodlands Campus
Outpatient/Administration
Building 1st Floor

Contact IS for replacements

IS on-call Manager
832-824-3512

1 shared printer and 1
telephone, 1 Iab label
printer

Woodlands Campus
Outpatient/Administration
Building 2™ Floor

Contact IS for replacements

IS on-call Manager
832-824-3512

1 Supply Optiflex with

Woodlands Campus

Contact IS for replacements

IS on-call Manager

supplies (ace Outpatient/Administration 832-824-3512
bandages, splints, Building 1st Floor
tape efc.)

Suppliers and Vendors

Supply Chain management will be the primary point of contact but list critical services and verify
if they have an emergency contract with TCH.

Name of Supplier/ Key Goods or Services Loss Strategy including Normal Contact
Vendor Provided whether Emergency Details
Contract in Place
GE Dinamap vital signs Use backups or borrow GE (832) 778-8608
equipment from another TCH facility.
No back up provider
Alaris Tubing and incidentals Use backups or borrow 866.488.1408
from another TCH facility
No back up provider
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All for the low, low price of $5200 (and $345/annually)
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Greater value through the business
Impact assessment

>



The Woodlands
Outpatient Facility

Impact Driving Recovery
Time (Impact Justification)

Functions RTOs
Patient Care: Depends upon the

Outpatient and Ancillary Services: Subspecialty subspecialty except Cancer and Infusion.
. 1-7 Days . . .
Clinics — Woodlandaﬂ Campus Deferred to EC or Primary Care Physicians
due to not being open on weekends.




The Woodlands
Outpatient Facility

Return of Patient Care in the Outpatient Building

By Patient Care Needs By Revenue Generation By Floor
WOO CARDIOLOGY CLINIC WOO CARDIOLOGY CLINIC/ CARD DIAGNOSTICS | 6th floor
WOO NEUROLOGY CLINIC ORTHOPEDIC SURGERY 1st floor
ORTHOPEDIC SURGERY ALLERGY & IMMUNOLOGY 5th floor
WOO PULMONARY CLINIC AUDIOLOGY 3rd floor
WOO DIABETES/ENDOCRINE CLINIC | OTOLARYNGOLOGY CLINIC 2nd floor

WOO NUTRITION/GI OUTPATIENT
WOO BEHAVIORAL (DEV BEH PSY)

WOO DIABETES/ENDOCRINE CLINIC
WOO NUTRITION/GI OUTPATIENT
WOO OPHTHALMOLOGY CLINIC
WOO UROLOGY CLINIC

WOO ADOL/PEDI GYNECOLOGY
WOO NEUROLOGY CLINIC

WOO BEHAVIORAL (DEV BEH PSY)
WOO DERMATOLOGY CLINIC

WOO SPORTS MED CLINIC

WOO PULMONARY CLINIC

WOO PEDIATRIC SURGERY

WOO PLASTIC SURGERY CLINIC
WOO PHY MED/REHAB CLINIC
WOO RHEUMATOLOGY CLINIC
WOO INFECTIOUS DISEASE

WOO CLINICAL NUTRITION SERVICE
WOO GENETICS

WOODLANDS NEUROSURGERY




Return of Patient Care in the Outpatient Building

Return of Patient Care in the Outpatient Building
By Patient Care Needs
Ui

By Patient Care Needs By Revenue Generation By Floor
cunic 15t floor
‘WA CARDIOLOGY CLINIC (ORTHOPEDIC SURGERY Sth floor s
ORTHOPEDIC SURGERY ) )
ORTHOPEDIC SURGERY ALLERGY & IMMUNOLOGY 1st floor WOOPULMONARY cLl Return of Patient Care in the West Tower
WA NEUROLOGY CLINIC WA CARDIOLOGY CLINIC/ CARD DIAGNOSTICS 3rd floor wooDIABETES/eN00C By patjent Care Needs By Revenue Generation |By Floor
WA PULMONARY CLINIC AUDIOLOGY 6th floor T h e WO O d | a n d S
WooseHavioraL (or CARDIOVASCULARICU CARDIOVASCULAR ICU 18TH FLOOR
WA NUTRITION/GI OUTPATIENT WA OPHTHALMOLOGY CLINIC 2nd floor
wa e lwa ANECLINIC NEONATAL ICU (NICU 2) NEONATAL ICU (NICU 2) 4TH FLOOR
NEONATAL ICU (NICU 3) NEONATAL ICU (NICU 3) 4TH FLOOR
‘WA BEHAVIORAL (DEV BEH PSY) WA NUTRITION/GI OUTPATIENT .
OTOLARYNGOLOGY CLINIC Return of Services to the Center NW OPERATING ROOM OPERATING ROOM 3RD FLOOR
WA UROLOGY CLINIC By Patient Care Needs By Revenue Generation IBY Floor EMERGENCY CENTER CENTER 1STFLOOR
WA SPORTS MED CLINIC PRIMARY PATIENT CARE CLINIC PRIMARY PATIENT CARE CLINIC 1STFLOOR CARDIACCA Return of Patient Care in the Abercrombie Building
WA NFUROLOGY CLIE NEW MOTHER ENGAGEMENT NEW MOTHER ENGAGEMENT PACU By Patient Care Needs |By Revenue Generation |By Floor
WA BEHAVIORAL (DEV BEH PSY) PHARMACY PHARMACY PERIOPERAT I !
WA DERMATOLOGY CLINIC PATHOLOG . .
LABORATORY LABORATORY PHARMACY Return of Patient Care in the Mark Wallace Tower
WA RHEUMATOLOGY CLINIC SUPPLY CH
WA PULMONARY CLINIC VISION RENAL DIALY FACILI By Patient Care Needs |By Revenue Generation |By Floor
AUDITORY
WA PEDIATRIC SURGERY r Y J— RESPIRATOR CANCER CLINIC CANCER CLINIC 14TH FLOOR
WA PLASTIC SURGERY CLINIC P PHYSICAL v GASTROEN
- - - HEMATOLOGY CLINIC HEMATOLOGY CLINIC 8TH FLOOR
WA PHY MED/REHAB CLINIC ANESTHESI
WA GENETICS We st Towe r cUNICAL § ORTHOPEDICS CLINIC ORTHOPEDICS CLINIC lssmiroor
WA NEUROSURGERY N AULTIDISCIE Return of Patient Care in the PFW / Legacy Building
WA CLINICAL NUTRITION SERVICE . — . puLm, A.BY Patient Care Needs By Revenue Generation |By Floor
C e nte r N W Ab ercrom b e e NEUROLOGY PEPATRCICY CONGENITAL HEART SURGERY SERVICE 19-12 FLOORS
-
L — SECURITY € CONGENITAL HEART SURGERY SERVICE| PEDIATRIC ICU L19TH FLOOR
o
W C M WT TRAMA ™ \rensive care INTENSIVE CARE P14TH FLOOR Buildi ng
(S St am p us LABOR & DELIVERY LABOR & DELIVERY P11,12,14 FLOORS
|_ / P FW PEDIATRIC S PALLIATIVE CARE SERVICE PALLIATIVE CARE SERVICE P4TH FLOOR | By Floor
(S g aCy FOOD & NUTRITION SERVICES FOOD & NUTRITION SERVICES 16TH FLOOR
. . INFECTION CONTROL AND PREVENTION WOMENS SERVICES 14TH FLOOR
Ce nter SW FeICI in . TROPICAL MEDICINE TROPICAL MEDICINE 5TH FLOOR
WOMENS SERVICES INFECTIOUS DISEASE 15TH FLOOR

McGovern

Return of Services to the Center SW

By Patient Care Needs

|By Revenue Generation

Healthplan

Meyer Bldg

By Floor

PRIMARY PATIENT CARE CLINIC
NEW MOTHER ENGAGEMENT
PHARMACY

LABORATORY

VISION

AUDITORY

PRIMARY PATIENT CARE CLINIC
NEW MOTHER ENGAGEMENT
PHARMACY

LABORATORY

1STFLOOR

/

ervices to the 6330 W 610 Healthplan

Return of Services to the McGovern Building

|By Revenue Generation IBy Floor
e — UTILIZATION MGMT 13THFLOOR
UTILIZATION MGMT. CARE COORDINATION 8TH FLOOR
MEMBER COMMUNICATIONS PROVIDER COMMUNICATIONS 14TH FLOOR
PROVIDER COMMUNICATIONS MEMBER COMMUNICATIONS 11TH FLOOR

By Patient Care Needs

|By Revenue Generation

|By Floor

CALL CENTER: SCH. & ACCT. ACCESS
REVENUE CYCLE: FINANCIAL SVCS.

CALL CENTER: SCH. & ACCT. ACCESS
REVENUE CYCLE: FINANCIAL SVCS.

Return of Services to the Meyer Building

1STFLOOR

By Patient Care Needs |By Revenue Generation |By Floor
SUPPLY CHAIN MGMT PHILIANTHROPY 6TH FLOOR
HUMAN RESOURCES SUPPLY CHAIN MGMT. (RESEARCH SUPPORT) 5TH FLOOR
CORP. COMMUNICATIONS 1STFLOOR
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Actionable recommendations: Recovery

order by location
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shut down Midwest call center and systems product shortage issue leaving TCH with
did not fail over to alternate site inadequate supply

Resolution: IS backfilled with local staff in Resolution: TCH adjusted usage, made the
conference room call center own, found alternate Vendors

\_ <
-

Vendor: Controlled Substance Vendor

Situation: Vendor's Distribution Registration
was revoked by the DEA on Friday May 4,
2018

Resolution: Alternate Vendor contracted
on May 8, 2018

Vendor: IS Call Center Provider Vendor: IV Fluid Shortage
Situation: In late August of 2017 a water leak Situation: Hurricane Maria exacerbated a
ir




G Develop the\
Vendor list &
attributes

G Filter Vendors\
per agreed
criteria (e.g.

criticality, spend,

sole source etc.)

/3. Determine\
resiliency criteria
for each Vendor
category (e.g.
tested BCP)

\_ /

\ y

G Assess Vendor\
resiliency via
guestionnaires,
audits, joint
exercises

/5. Determine\

Vendor
remediation
actions if any

(e.g. must
develop/ test
BCP)

Shrinking number of Vendors in the funne

/~ 6.Embed \
learnings;
changes to
contracting,
policies, next
level of
audits

\ _/
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Actionable recommendations: vendors
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Keeping the organization on Its
toes





https://youtu.be/gO8N3L_aERg

Water pipe break prompts ‘internal disaster' at Ben
Taub, Harris Health

Anuja Vaidya (Twitter) - Tuesday, September 10th, 2019 Print | Email

I 3 [

Houston-based Harris Health System declared an "internal disaster" systemwide at 11:35 a.m. on Sept. 9, aftera
water pipe break at Ben Taub Hospital, also in Houston.

Seattle Children's Hospital mold infections
leave one dead, force closure of most
operating rooms
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A Closer Look at the Alabama Hospital Ransomware Attack

Eve nt The Alabama hospital ransomware attack was discovered Monday, DCH stated. Investigators have determined that Ryuk
was used to encrypt files at the three Alabama hospitals, and there is no indication that any patient or employee data has
been misused or removed from DCH systems.

After the ransomware attack was discovered, DCH implemented emergency procedures to provide patient care, and it
initiated an incident response plan that includes coordination with law enforcement and independent IT security and
forensics experts. However, Alabama hospital medical staff have shifted their operations into manual mode and are using
paper copies in place of digital records, and they do not have access to patient lists and cannot call to reschedule
appointments.

DCH is investigating all options to restore IT systems at the affected hospitals. To date, DCH has not been informed that
anyone has been identified or charged in association with the ransomware attack.




Event

* Team invoked?
* Actions taken?
* Communications:
who & content?




Their actions:

Event

Teams invoked?
Actions?
Communications?

* Team invoked?

* Actions taken?

* Communications:
who & content?




Their actions:

Event

* Team invoked?
* Actions taken?
* Communications:
who & content?

Teams invoked?
Actions?
Communications?

* How were their actions
different?

» What was good or bad
about that difference?

» What would we do next?




Their actions:
Teams invoked?

Event

Actions?

* Team invoked?

* Actions taken?

* Communications:
who & content?

Communications?
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DCH Ongoing Response to Cyberattack and IT System Outage

10/2/2019

Messaging Regarding Decryption and System Restoration FAQs: Patient and

Community
Information
Regarding Attack on
DCH Computer
System

October 5 8:30 a.m.

In collaboration with law enforcement and independent IT security experts, we have begun a methodical process of
system restoration. We have been using our own DCH backup files to rebuild certain system components, and we
have obtained a decryption key from the attacker to restore access to locked systems.

We have successfully completed a test decryption of multiple servers, and we are now executing a sequential plan to decrypt, test and bring
systems online one-by-one. This will be a deliberate progression that will prioritize primary operating systems and essential functions for
emergency care. DCH has thousands of computer devices in its network, so this process will take time.

We cannot provide a specific timetable at this time, but our teams continue to work around the clock to restore normal hospital cperations, as
we incrementally bring system components back online across our medical centers. This will require a time-intensive process to complete, as
we will continue testing and confirming secure operations as we go.

As we complete this process, all three hospitals will continue to be on diversion for all but most critical patients through the weekend. Our
Emergency Departments will continue to see patients who bring themselves to the hospital.

We expect to be making additional announcements in the coming days, as key systems are restored and more patient services resume.
Meanwhile, we are grateful for the dedication and professionalism of our staff, as they continue using our emergency downtime procedures to

provide safe and patient-centered care.

We will provide continual updates on our website as patient services become available and departments reopen.
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Questions?



